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Resilience or reliance? The lesson
behind AWS’s October outage

October saw Amazon Web Services (AWS)
suffer one of its most dramatic outages in
recent memory, knocking a huge swathe of
the internet offline for hours.

The trouble began in the US-EAST-1
region (Northern Virginia), home to one of
AWS’s most critical infrastructure hubs. The
root cause, as AWS later disclosed, was a bug
in its automated DNS management system
tied to DynamoDB (AWS’s scalable NoSQL
database). A DNS record was corrupted
and failed to self-repair, which prevented
many services from correctly resolving DNS
queries. Cascading failures ensued.

During the height of the outage, major
apps and services were affected: Snapchat,
Fortnite,Ring, Roblox, cloud-hosted websites,
and even smart devices like Amazon’s Alexa/
Prime services.

AWS declared the underlying issue
fully mitigated within hours of the outage,
though backlogs and degradation in related
subsystems lingered. In response, AWS
disabled the faulty automation tool and began
adding additional safeguards.

This outage has spotlighted a perennial
worry: the fragility of over-reliance on a
handful of cloud behemoths.

1.

Stewart Laing, CEO at Asanti Data
Centres, warns this is a wake-up call about
“a single point in a single location, coupled
with an over-reliance on one provider, and
the absence of robust resilience planning.”

While the major cloud service providers
do have their obvious advantages, “they
also have some fairly significant drawbacks
which can be lost in the noise generated by
their marketing buzz,” explains Matt Seaton,
Director, Netwise. “By deploying services
with the likes of AWS, you’re placing your
delicate eggs into a very large basket and
handing over total operational control of said
basket to an enormous, faceless corporate
entity with little in the way of transparency.”

Indeed, the AWS outage shows what
happens when you build everything on
one foundation.

“This is not just about uptime,” says
Laing. “It’s about resilience by design, and
asking the hard question: where was your
business continuity plan? It also again calls
into question, the UK governments ‘cloud
first” policy.”

According to Kashif Nazir, Senior
Technical Architect at Cloudhouse, many
enterprises have redundancy plans, but too

often these systems go untested - and when
disaster strikes, backups fail.

“True resilience isn’t just about designing
for failure, it requires actively validating
disaster recovery and multi-cloud strategies,”
continues Nazir. “Equally important is
understanding your service supply chain.
Even if you’re not a direct customer of a
major provider like AWS, the services you
rely on may be, leaving hidden single points

of failure. Simulating failures through
chaos engineering helps organisations
test these vulnerabilities in practice,

ensuring continuity and resilience when it
really matters.”

“This incident is a timely reminder that
resilience should be built into every layer
of data centre infrastructure, especially
the physical equipment powering them,”
concludes Alice Oakes, Service and Support
Manager at Arfon. “With billions set to be
invested in UK data centres over the coming
years, operators have a golden opportunity
to futureproof their facilities. Predictive
maintenance should be cornerstone of both
new build and retrofit facilities to adapt to
ensure continuity in a sector where downtime
simply isn’t an option.” M
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NatWest collaborates with
National Cyber Resilience Centre

The National Cyber Resilience Centre
Group (NCRCG) is partnering with
NatWest Group to enhance cybersecurity
awareness among the bank’s employees,
particularly those supporting charitable
organisations and SMEs. This initiative
aims to equip staff with the knowledge
and resources needed to guide clients
effectively in  strengthening their
cyber defenses.

Recently, the collaboration included
a webinar for Relationship Managers
working  with  charities, providing
guidance on how to direct customers to
NCRCG’s in-person training sessions
and online tools. NatWest plans to expand
this educational effort to Relationship
Managers across various sectors, with the
broader goal of supporting a wider range
of small and medium-sized enterprises
within its customer base.

Beyond this partnership, NatWest
offers a suite of online courses and
webinars  designed to  reinforce
fundamental cybersecurity skills among
its customers. As a Founding National
Ambassador of NCRCG — a network of
nine police-led regional centres across
England and Wales — the bank plays a
key role in delivering accessible cyber
resilience support for SMEs. NCRCG’s
mission focuses on providing SMEs with
practical guidance and tailored support
to bolster their cyber defenses.

Chris Ulliott, Chief Information
Security Officer at NatWest, emphasised
the increasing sophistication of cyber
threats and the importance of equipping
customers with the right tools and
knowledge. He highlighted NCRCG’s
offerings as an essential component
of the bank’s comprehensive approach
to customer cybersecurity, enabling
businesses to better defend themselves
against evolving threats.

Joanna Goddard, Chief Experience
Officer at NCRCG, expressed enthusiasm
about the ongoing collaboration,
especially timed to coincide with Cyber
Security Awareness Month. She noted

the strong engagement from NatWest
staff — particularly following the
positive response to the staff webinar
— and praised the bank’s commitment
to enhancing the UK’s overall cyber
resilience.  She  also  highlighted
NatWest’s longstanding role as a National
Ambassador, contributing  expertise
and resources to strengthen collective
cybersecurity efforts.

NCRCG works closely with the Home
Office, police, academic institutions, and
major partners to deliver scalable support
through its national and regional centres.
Its Ambassador programme enables large
organisations like NatWest to contribute
directly to improving the UK’s cyber
defenses, especially for SMEs lacking
dedicated cybersecurity resources. The
Centre offers a mix of in-person training
tailored to specific industries and online
content designed to raise awareness of
emerging cyber threats.

Looking ahead, NCRCG and NatWest
plan to extend staff engagement

programs to additional sectors, with the
aim of broadening SMEs’ understanding
of cyber risks and enhancing their ability
to defend against increasingly complex
cyber threats.
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Telehouse breaks ground on £275

million data centre in historic
London Docklands

Telehouse International Corporation
of Europe has officially commenced
construction of its new Telehouse West
Two data centre at its existing London
Docklands campus, renowned as
Europe’s most connected data centre hub.

The £275 million project is
slated for completion in 2028, with
Flynn Management & Contracting
Ltd overseeing the construction in
partnership with Jones Engineering
Group, specialists in  mechanical,
electrical, and fire protection systems.

Strategically situated near London’s
financial district, the new purpose-
built facility aims to support the rapid
integration of advanced technologies
such as artificial intelligence. It will
feature both air and liquid cooling
solutions designed to accommodate
high-density compute environments,
enabling customers to scale their
operations without limitations. The
facility will include two meet-me
rooms and four dedicated secure
connectivity risers, supporting robust
interconnectivity needs.

Built with a focus on sustainability,
resilience, and security, Telehouse West
Two is designed to deliver 99.999%
uptime guarantees, ensuring continuous
operations for its clients. The data centre
aims to achieve BREEAM Excellent
environmental standards, highlighting its
high performance in sustainability. It will
be powered entirely by renewable energy
sources, incorporating heat recovery
systems and HVO-fuelled backup
generators to enhance energy efficiency
and reduce carbon footprint.

This new development is a key part of
Telehouse’s long-term growth strategy
to expand its presence in London,
where it has operated for over 35 years.
The project underlines the company’s
commitment to providing cutting-edge

i digital infrastructure that meets rising

demands for advanced data services and
supports enterprise digital transformation
efforts across multiple sectors.

“The new Telehouse West Two site
marks another important step in our
ongoing mission to deliver world-
class, sustainable digital infrastructure.
This expansion will empower digital
transformation for enterprise clients
across multiple sectors, enabling them
to benefit from emerging technologies
which are shaping the future world, while
supporting the uncompromising need for
energy efficiency and carbon neutrality,”
said Kenkichi Honda, Managing Director
of Telehouse Europe.

The nine-storey  building  will
encompass a total gross area of 32,000
square meters, including 11,292 square
meters of white space across six floors
dedicated to customer data halls and
plant facilities. The design emphasises
flexibility, with integrated switchgear,
UPS systems, chilled water cooling, and
floor-by-floor ventilation to accommodate
diverse customer requirements. The site
will be supported by two new 132kV
substations, providing 11kV  power
across the wider campus, with an overall
capacity of 33MW. Each floor will be
capable of delivering up to 4.4MW of
power, ensuring resilience and scalability
for future growth. Advanced physical
security measures, including 24/7
surveillance, on-site security personnel,
and real-time threat detection protocols,
will safeguard the facility.

“We’re proud to have once again been
appointed by Telehouse for a new building
project. Our team is ready to deliver on
the company’s vision for a data centre
that meets the ever-growing digital needs
of companies, and it’s a great opportunity
for us to further enhance our presence in
the capital’s data centre market,” said
Kevin Flynn, CEO of Flynn Management
& Contracting Ltd. l

WatchGuard Technologies has unveiled
its latest Internet Security Report,
revealing concerning trends in malware
and cyber threats observed during the
second quarter of 2025.

The quarterly analysis, conducted by
the WatchGuard Threat Lab, highlights
a significant 40% increase in advanced
evasive malware compared to the
previous quarter. The report emphasises
how cybercriminals increasingly
utilise encrypted channels, particularly
Transport Layer Security (TLS), to
conceal malicious payloads, with
70% of malware now delivered via
encrypted traffic. While TLS remains
essential for secure web communication,
attackers exploit its encryption to bypass
traditional ~ defenses,  underscoring
the importance for organisations to
enhance their visibility into encrypted

traffic and adopt flexible, adaptive
security measures.
Overall malware detections grew

by 15%, driven largely by an 85% rise
in detections from Gateway AntiVirus
and a 10% increase from IntelligentAV,
reflecting the growing role of
advanced detection tools in identifying
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sophisticated  threats. ~The threat
landscape also saw a modest 8.3% rise
in network attacks, although the variety
of attack signatures narrowed, with 380
unique signatures identified compared to
412 inthe previous quarter. Notably,anew
JavaScript obfuscation technique called
‘WEB-CLIENT JavaScript Obfuscation
in Exploit Kits’ was detected, illustrating
how attackers rapidly develop new
methods to evade legacy security
controls. Despite the emergence of new
exploits, cybercriminals continue to rely
heavily on well-known vulnerabilities
in browsers, web frameworks, and
open-source tools.

Corey Nachreiner, Chief Security
Officer at WatchGuard, commented on
the findings, noting that the increase
in evasive malware over encrypted
channels poses a significant challenge for
resource-limited MSPs and IT teams. He
emphasised that staying ahead requires
consistent patching, proven defensive
strategies, and advanced detection and
response technologies capable of quickly
mitigating threats.

Additional insights from the report
reveal a 26% rise in unique malware

2

threats leveraging packing encryption
to evade detection, with threat actors
increasingly deploying polymorphic
malware that can bypass signature-
based defenses. Interestingly, the Threat
Lab identified two USB-based malware
threats, PUMPBENCH and HIGHREPS,
both of which deployed the Monero
mining malware XMRig and are believed
to be linked to crypto hardware wallets.
Ransomware attacks declined sharply by
47%, indicating a shift toward fewer but
more impactful attacks on high-profile
targets, with active extortion groups
such as Akira and Qilin becoming
more aggressive.

The report also highlights the
dominance of droppers, which accounted
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for seven of the top ten network malware
detections, including payloads like
Trojan.VBA.Agent.BIZ and PonyStealer,
which exploit user macros for initial
access. The Mirai botnet, after a five-year
hiatus, has resurfaced predominantly
in the Asia-Pacific region. Zero-
day threats continue to be prevalent,
representing over 76% of all detections
and nearly 90% of encrypted malware,
emphasising the need for advanced
detection capabilities beyond traditional
signature-based methods. DNS-based
threats, including domains associated
with the DarkGate RAT, persisted as
a significant concern, reinforcing the
importance of DNS filtering as part of a
comprehensive security approach. ll
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UK’s first renewable-powered Al inference cloud on the horizon

Argyll Data Development has announced
a strategic partnership with SambaNova
to establish the United Kingdom’s first
renewable-powered Al inference cloud.

This pioneering project will harness
wind, wave, and solar energy generated
on-site at the Killellan Al Growth Zone
situated on Scotland’s Cowal Peninsula.
The initiative aims to demonstrate that
large-scale Al infrastructure can be
both environmentally sustainable and
highly efficient.

Al inference is the process of “using”
an Al model, like ChatGPT, to answer
questions on a dataset that it hasn’t been
trained on. This process is very energy
intensive, with a study from Google
showing that the per-prompt energy

Ofcom confirms
spectrum
reallocation to
support UK rail
and emergency
services

Ofcom has announced plans to make
part of the 1900MHz  spectrum
band (1900-1920MHz) available for
critical communications in the UK,
specifically targeting the rail network and
emergency services.

This segment of spectrum, previously
unused by mobile operators due to
ecosystem and technical limitations, will
now be allocated to enhance operational
communications and extend coverage for
the Emergency Services Network (ESN).

The 1900-1910MHz band will be licensed
for the deployment of the Future Rail Mobile
Communication System (FRMCS), which
will replace legacy systems like GSM-R.
Licenses will be geographically restricted
to rail infrastructure and require technical
coordination among licensees. The licenses
will come with a fee of £1,458,000 annually
for Great Britain, starting from April 2029,
with a simplified licensing process based on
applicant capability.

The 1910-1915MHz segment will be
used to support ESN gateways, installed on
emergency vehicles such as ambulances,
to improve connectivity across Great
Britain. The license will be limited to ESN
providers contracted by the UK government
— currently BI/EE — and will align with
existing ESN contracts. The annual fee
for this license is set at £364,500, with the
licensing duration tied to the ESN contract
terms. Use in Northern Ireland remains
unlicensed at this stage, due to differing
communication arrangements.

The 1915-1920MHz band will not
be licensed at this time, mainly to avoid
interference with the mobile band above
1920MHz and due to uncertain demand.

This  spectrum reallocation  aims
to modernise the UK’s railway
communications by supporting the rollout of
FRMCS, enabling better train and signalling
connectivity, and improving emergency
response capabilities through dedicated
gateways. Ofcom is also seeking feedback
on whether to permit ESN Gateway access
in the 1910-1915MHz band before the
official license start date in 2029. ll

impact of using a chatbot is the equivalent
of watching TV for around nine seconds.
At the heart of this collaboration are
SambaNova’s air-cooled SN40L systems,
designed for maximum efficiency and
minimal power consumption. Each rack
consumes roughly one-tenth of the power
used by traditional GPU systems and
eliminates the need for liquid cooling,
all while maintaining enterprise-grade
performance. The first phase of the
Killellan site will initially provide between
100 and 600 megawatts of capacity, with
plans to scale up to over two gigawatts once
fully developed. A private-wire renewable
energy network, coupled with vanadium-
flow battery storage, will enable the data
centre to operate independently in ‘island-

mode,” with future plans to integrate with
the broader grid.

“Together with SambaNova and our
strategic partners, we’re building a
sovereign Al infrastructure powered by
renewable energy, demonstrating that
sustainability and scale can go hand in
hand,” said Peter Griffiths, executive
chairman of Argyll.

The Killellan AI Growth Zone is
envisioned as a model for sovereign-scale
Al compute, designed to keep sensitive
workloads within the UK to promote
regional economic growth. The project is
expected to attract a total investment of
around £15 billion, generate over 2,000
construction jobs annually, and create
approximately 1,200 permanent roles.

Uninterruptible Power...

REDEFINED

The future of
uninterruptible power.

Waste heat generated by the data centre
will be repurposed to support vertical
farming, aquaculture, and district heating,
exemplifying environmentally beneficial
applications beyond Al. ll
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Moving
wireless
forward

Mobile Mark is a leading supplier of
innovative, high performance antennas
to wireless companies across the
globe. We’ve been in the wireless
industry for over 30 years and have
our roots in the early Cellular trials.
We have grown and evolved over the
years, along with the industry. Today,
we benefit from enhanced design
capabilities and expanded production
capacity — along with a greater
understanding of new and emerging
markets — all of which have allowed
us to become one of the best antenna
developers in our field. Our customers
have been our partners throughout the
years. We believe in taking the time to
understand our customers’ individual
needs. Through close consultation
with clients, we are able to deliver
innovative, tailored solutions that
meet specific antenna requirements.
Rapid prototyping capabilities allow
us to take our designs from concept
to reality in an extremely short time
span, and to verify the performance
of the antenna. A variety of network
analyzers and an anechoic chamber
enable us to conduct measurements
up to 13 GHz, and ensure that the
antennas designed meet or exceed
customer requirements. We have
onsite injection molding equipment
and a fully equipped modeling shop
staffed with skilled model makers to
assist in the design phase and help
us come up with a superior product
— an antenna that not only meets the
customer’s electrical specifications,
but is also very attractively packaged.
Mobile Mark antennas are used in
many sectors of the wireless industry.
Here are just a few examples:

e Emergency services

e Commercial fleet management

e Public transport & bus management
e Smart cities & smart highways

* Remote monitoring & surveillance

e Mining & exploration

e Asset tracking & RFID

Let us know how we can help.

We understand the RF wireless world
and are ready to help you evaluate your
options. Contact us by email, phone or
fax and let us know how we can help.

Mobile Mark Europe Ltd

8 Miras Business Park, Keys Park Rd.
Hednesford, Staffs.

WS12 2FS, United Kingdom
enquiries@mobilemarkeurope.co.uk
www.mobilemark.com

Tel: (+44) 1543 459 555

Fax: (+44) 1543 459 545

MobileMark>
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Government
launches
G-Cloud 15

The UK’s Crown Commercial
(CCS) has announced
G-Cloud 15 (GCl15), the latest iteration
of the government’s flagship cloud
services framework.

Service

Valued at approximately £14 billion :
(excluding VAT), this new procurement aims
to modernise and expand how public-sector
organisations acquire cloud technology,

platforms, and support services. Building on
the success of previous frameworks, G-Cloud
15 replaces G-Cloud 14 and its associated
Cloud Compute agreements, continuing to

facilitate large-scale cloud adoption across i

the UK public sector. In the 2023/24 fiscal

year alone, spending on G-Cloud reached :
£3.1 billion, underscoring its significance in i

government I'T modernisation efforts.

The new framework has been launched
with significant updates aimed at making
cloud procurement more straightforward,
equitable, and efficient for both public sector
buyers and suppliers. A key change is the
integration of Cloud Compute services

directly into the main G-Cloud structure,

eliminating the previous need for a separate

Cloud Compute 3 framework and creating a :

Automation enhances power of

will now enable call-off contracts that :
can be awarded either with or without :

ransomware-as-a-service

to engage approved :

more unified approach.
All framework lots under G-Cloud 15

competition, streamlining the
for organizations

suppliers. The Crown Commercial Service

process

(CCS) has also introduced more traditional :

evaluation methods and tailored Economic
and Financial Standing (EFS) criteria for
each lot, moving away from the uniform
“Bronze Plus”
in G-Cloud 14. W

Greenweaver
plans Spode
Works DC

Plans have been submitted for a new data

centre at the Spode Works site as part of :
a multi-million-pound expansion of the :

Potbank section of the factory.

The application, submitted by Spode
Works Regeneration Ltd pertains to
the development of Building 4A in
the Potbank area.

The data centre is set to be operated by
Greenweaver, a UK-based cloud provider

launched earlier this year with a focus i

the launch of §

standard that was used§
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MLL Telecom secures £500,000
contract to upgrade Moat’s
housing alarm systems to fibre

i Managed network service provider MLL
Telecom has announced the award of
ian initial three-year contract valued at
i approximately £500,000 from Moat, a
¢ prominent UK housing association.

The contract, secured through the YPO
Framework, also includes an option for
extension for a further two years if needed.
The project aims to modernise Moat’s
i alarm and security systems by replacing
i existing BT copper lines with high-
i speed fibre optic circuits across multiple
i social housing sites.

Moat provides affordable rented and
shared ownership homes to over 23,000
families and individuals across Kent,
Essex, Sussex, and London. The upgrade,
i expected to be completed by mid-2026,
i involves transitioning the existing copper
i connections at 83 social housing sites
ito Fibre-to-the-Premises (FTTP) and
i Fibre-to-the-Cabinet (FTTC) networks.
i MLL will collaborate closely with Moat’s
i Lifeline Services provider, which manages
the housing association’s alarm and sensor
: solutions that monitor property security,

i ReliaQuest has released a comprehensive
report analysing the key drivers behind the
! increasing success of ransomware-as-a-
i service (RaaS) groups in the current cyber
i threat landscape.

The research emphasises the growing
i role of automation, attack customisation,
i and sophisticated tooling as the primary
i factors enabling these groups to operate
i more effectively and rapidly. According to
i the report, approximately 80% of analysed
i RaaS groups incorporate automation or
! artificial intelligence into their attack
! platforms, leading to faster attack speeds and
! significantly reduced response windows for
i security teams.

i Alarmingly, the average time from initial
i access to lateral movement within a network
— known as breakout time — has plummeted
from 48 minutes in 2024 to just 18 minutes
! between June and August 2025. This rapid
i escalation leaves security teams with far less
time to detect, analyse, and contain attacks
i before ransomware is deployed. Data from
i ReliaQuest indicates that teams relying
i solely on manual defenses have a mean time
i to contain (MTTC) of around eight hours,
which substantially increases the risk of data

on sovereign, low-carbon Al and high- i

performance computing (HPC).

Birmingham,
under consideration.

Greenweaver emphasises its commitment :

The
proposed site at Spode will offer up to i
30MW of capacity, initially deploying a :
500kW cluster of Nvidia HI00 and RTX
4090 GPUs. The company plans to launch |
in Q1 2026, with an initial deployment in i
Lisbon, Portugal, scheduled for next year, i
and additional UK sites in Manchester, |
and Glasgow reportedly i

Word on the web...

to sustainability by utilising direct-to-

chip cooling and repurposing waste heat :
for local district heating networks. The §
company aims to build a network of i
modular, distributed AI/HPC data centres,
with modules starting at 500kW and over :

250MW of capacity already secured. ll

industry luminaries,

To read this and other opinions from

visit www.networkingplus.co.uk

lifts, smoke detection, flooding, and

personal wellbeing. ll

theft and operational disruption.

The report highlights that attack
customisation options, such as selectable
encryption modes and targeted data
prioritisation, are employed by 60% of
the surveyed groups. These features
allow threat actors to tailor attacks for
maximum  disruption or  encryption
strength, complicating incident recovery
for victim organisations. Additionally,
about half of these groups utilise advanced
tools like endpoint detection and response
(EDR) bypass scripts and automated log
or backup deletion, further enhancing their
ability to disable security measures and
enforce extortion.

ReliaQuest’s analysis predicts that new
threat groups such as ‘The Gentlemen’
and ‘DragonForce’ are poised to become
significant players, owing to their adoption
of advanced technical features including
automation, prioritised encryption, and
rapid lateral movement tactics. For example,
The Gentlemen has already listed over 30
victims within its first month, exemplifying
how automation and targeted attack
methods can accelerate victim targeting
and compromise. ll

Keeping DCs running smoothly
through effective calibration

Abhishek Kamerkar, Senior Global
Product Manager, Fluke Corporation
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on the network s

Despite sustained investment in compute

and data platforms, Al initiatives stall at
scale when network infrastructure lacks the
agility, simplicity, and performance required for
the Al era and beyond. If enterprises want Al
that is safe, fast, and repeatable in production,
the network needs to be treated as a first-class
execution layer, not an afterthought.

Te transformative power of Alis undeniable.

The real gap in Al projects

Al-driven environments generate
unprecedented traffic across clouds, data
centres, branches, and edges for distributed
users, applications, and services — requiring
network infrastructure that keeps pace with
rapidly shifting performance, security, and
observability demands. Conventional network
architectures, characterized by rigid, appliance-
heavy, and siloed designs, are ill-equipped to
handle this scale and dynamism. Even brief
disruptions can cascade into operational
sethacks or financial loss — with analysts
estimating network disruptions  costing
enterprises $500,000 an hour.

Modern IT complexity and the specialized
nature of Al workloads compound the
challenge. Organizations face acute talent
gaps in networking and security while
trying to integrate Al at enterprise scale.
Analysts suggest adoption of Agentic NetOps
remains nascent (=<1%) even as Al-centric
architectures proliferate — widening the gap
between Al ambition and network readiness.
The result is a set of persistent problems:

e Limited Agility: As data centres, clouds,
and edge sites pivot to Al, how do you
build an agile, resilient, redundant, elastic
fabric — without shipping appliances or
hairpinning traffic through chokepoints?

¢ Future-proofing: How do enterprises scale
Al workloads and users, sustain legacy
apps, and enable seamless edge/DC/cloud
mobility — without 3-5-year refresh
cycles on their network infrastructure?

e (Operational complexity: With Al
magnifying scale and sensitivity, how
do NetOps keep up without linearly
increasing cost and headcount?

e Security gaps: How do enterprises build
secure networks that protect Al pipelines
against Al-enabled threats, enforcing
zero-trust segmentation without bolting
on more hardware or host agents?

e Bottom line: If enterprises believe Al
will be a core engine that powers work,
then the network must be an agile and
secure track built with radical simplicity
— s0 Al can run safely on lean teams
at enterprise speed.

What “Al-native networking”
actually means

Not a new box. Not a bigger overlay. A modern,
fit-for-purpose network fabric for the Al era
must have the following characteristics:

Native and integrated security inside fabric:
Security must be native to the network fabric
itself. It should enforce segmentation and
least-privilege reachability, with policies that
follow workloads across Al data centres,
clouds, and the edge. This will provide a
verifiable level of security without the need for
additional boxes or agents.

Hyper-agile: The network should be a service
that can be consumed, not built. It should
allow teams to snap into Al data centres, co-
locations, sites, and clouds in minutes with
predictable performance and built-in clean

segmentation. This will help them move
beyond basic connectivity to delivering network
infrastructure on demand, mirroring the
agility of cloud services.

Al-augmented operations: The network fabric
should be intelligent enough to use Al to manage
complexity, including features that can propose,
simulate, and verify changes across the entire
infrastructure. This would allow network teams
to focus on approving and auditing instead of
constantly troubleshooting.

Security built in: With networks becoming
more complex and boundaries becoming less
defined, enterprises need to prioritize a network

fabric that can make zero-trust the default and
pin data to approved regions in-fabric to meet
compliance and minimize attack surface.

Why it matters: Agentic systems, multi-LLM
pipelines, and real-time decisioning can’t run
safely or at speed on best-effort networks.
Without an Al-native network fabric, enterprises
risk unauthorized deployments, fragmented
operations, and costly compliance gaps.

The path forward

The Al era brings forth inherently ambitious
projects, placing exceptional demands on

Why the network holds the key to successful

Al outcomes
Amir Khan, President, CEO & Founder of Alkira

teams to architect systems faster than
anything they’ve shipped before while
becoming markedly more adaptive.
Without a network fabric that delivers
secure, deterministic, on-demand
connectivity with operational simplicity,
initiatives stall in pilot and are more
likely to fail to scale. Elevate the network
to a first-class execution layer
segmented by default, policy-governed,

end-to-end observable, performance-
assured, and compliant — to move
from experimentation to dependable,

enterprise-grade outcomes. H
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UK enterprises are fighting a new
breed of endpoint threats

In an era where hybrid work and cloud computing have transformed the enterprise
landscape, endpoint security has never been more critical. We explore the evolving threats,
limitations of traditional tools, and the next-generation strategies being deployed...

hen the UK’s enterprise networks
Wwent remote almost overnight, the
security perimeter dissolved, and
endpoints became the new battleground.
Laptops, mobiles, IoT sensors, and cloud
instances are now the front line of cyber
defence. But as threats evolve, experts say
too many organisations are still fighting
today’s battles with yesterday’s tools.
“Businesses aren’t just dealing with
malware anymore,” warns Jack Waters,
SVP of Engineering and Customer
Support at WatchGuard Technologies.
“They face sophisticated threats such
as fileless attacks, credential theft, and
living-off-the-land techniques that bypass

NETWORKING+

traditional defences. Anything less than
full endpoint detection and response is
putting your business at risk.”

The shifting shape of
endpoint risk

Endpoints have become a magnet for
attackers because they offer both access and
invisibility. According to David Cataldn
Alegre, TRU Researcher at Acronis,
“the most common endpoint risks today
come from social engineering, unpatched
software, and stolen credentials. Social
engineering is growing more sophisticated

6

with Al, while ransomware remains the
most disruptive and profitable threat.”
Social engineering and phishing remain
devastatingly effective because they
target the weakest point in the security
chain: people. Attackers now combine
Al-generated phishing campaigns with
convincing pretexts and cloned login
portals. One successful credential theft
can allow adversaries to move laterally
across the network, steal sensitive data, or
plant ransomware that cripples operations.
“Enterprises are hit hardest by identity-
led compromise — phishing, social
engineering, and abuse of legitimate
remote tools like RMM or screen-sharing,”

David Cataldn
Alegre, Acronis
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adds Harry Mason, Head of New Business
at Mason Infotech. “Add in unmanaged or
shadow IT endpoints and it’s a potent mix
of vulnerabilities.”

Meanwhile, many UK enterprises still
depend on software-based defences that
fail to protect the device’s most critical
layers. Thorsten Stremlau, Co-chair of
the Marketing Work Group at Trusted
Computing Group (TCG), argues that the
next evolution of endpoint security lies
beneath the operating system: “software-
only security models struggle to verify
device integrity or detect low-level
compromise,” he says. “Hardware-based
Roots of Trust — like TPMs — move
security below the OS, ensuring devices
boot securely and behave as expected
from power-on.”

This shift toward hardware-backed
assurance,  Stremlau  suggests, is
essential to stop firmware tampering and
rootkit persistence that can outlive any
software reinstall.

Antivirus alone can’t save
you

If there’s one thing the experts agree on,
it’s that traditional antivirus has had its
day. Legacy tools rely on signatures and
heuristics, leaving blind spots for anything
novel or stealthy.

“AV tools focus on blocking known
malware, but they can’t detect novel
attacks or insider misuse,” says Waters.
“They’re reactive, leaving enterprises
blind to the stealthy techniques that define
today’s threat landscape.”

Harman Singh, Director at Cyphere,

Jack Waters, B
WatchGuard Technologies:

explains why: “signature-based AV misses
fileless attacks, LOLBins, in-memory
payloads, and abuse of legitimate tools.
It rarely understands identity misuse or
lateral movement. Modern threats chain
multiple steps — initial access, credential
theft, persistence, exfiltration — so you
need EDR or XDR with behavioural
detections and device isolation.”

In other words, antivirus may still have
a role, but it’s like locking the front door
while leaving the windows open. Modern
attackers exploit trusted tools such as

“EDR provides visibility into every
endpoint, no matter where it resides.”

Hybrid and remote endpoints often
sit behind home routers, unmanaged
Wi-Fi, or coffee-shop networks. Briggs
describes the fallout: “remote and mobile
endpoints break the assumptions of the
‘trusted internal network’. They introduce
patch delays, segmentation gaps, and
unpredictable connectivity.”

According to Singh, Zero Trust
principles must now guide enterprise
strategy: “strengthen your zero trust

“Antivirus may still have a role, but it’s like locking the
front door while leaving the windows open. Modern
attackers exploit trusted tools such as PowerShell or
WMI, hide in memory, and use compromised identities
to avoid tripping traditional alarms.”

PowerShell or WMI, hide in memory,
and use compromised identities to avoid
tripping traditional alarms. Marc Briggs,
COO at SE Labs, adds that “traditional
antivirus still relies heavily on signatures.
It offers limited visibility into malicious
behaviour and minimal remediation
beyond quarantining files. The modern
endpoint stack has to correlate behaviour,
identity, and context in real time.”

For Mason, antivirus’s limitations
illustrate a deeper problem: overreliance
on reactive controls: “signature-driven
AV is blind to modern techniques like
AiTM phishing or consent-phishing,” he
says. “The modern stack is behaviour-
centric EPP plus EDR/XDR — kernel
sensors, AMSI inspection, application
control. You shrink the execution surface
and prevent whole classes of attacks
before they start.”

Stremlau, too, points out that
antivirus’s OS-level perspective misses
the threat below.

“Antivirus tools operate at the OS
level and often lack visibility into the
boot process or firmware integrity,” he
notes. “TPMs fill this gap by enabling
measured boot and secure storage of
integrity metrics, providing assurance
that antivirus alone cannot.”

The remote revolution

The pandemic may have normalised
flexible working, but it also shattered the
illusion of a contained,defensible network.
“Devices connect from anywhere,
making it harder to enforce policy and
spot abnormal activity,” says Waters.

access — extend conditional access with
continuous authorisation and use the
endpoint’s host firewall to enforce micro-
segmentation regardless of location.”

In other words, no device or user is
inherently trusted; each access request
must be verified, authenticated, and
continuously validated.

Mason paints a vivid picture of the
modern workforce: “if everyone’s working
from wherever they like, you have to
start thinking about identity, device, and
app trust. Conditional access, managed
devices, and app protection policies are
non-negotiable.”

Meanwhile, Stremlau brings the
conversation back to trust at the hardware
level: “remote devices may connect via
unsecured networks or run unverified
firmware. The challenge is not just
visibility but trust. Technologies like DICE
and virtual TPMs let organisations verify
device identity from the first boot — even
for cloud-based or remote endpoints.”

Indeed, mobility expands the attack
surface in unseen ways.

“Remote and mobile workforces have
expanded the attack surface far beyond
the corporate perimeter,” says Alegre.
“This diversity makes patching, policy
enforcement, and data protection more
difficult, while attackers exploit weak Wi-
Fi, malicious apps, and stolen credentials.”

The human factor

For all the advances in endpoint protection,

the most unpredictable variable is
still the user.
“User actions — clicking phishing
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links, mishandling data — are a major
risk,” says Waters. “EDR helps spot those
behaviours early and shut them down
before they become breaches.”

“User behaviour is still the weakest
link,” agrees Briggs. “Whether through
credential reuse or inadvertent privilege
misuse, insiders or compromised users
can bypass even robust controls.”

Insider threats, intentional or not,
remain a persistent challenge. Singh
explains: “most breaches hinge on user
behaviour — approving rogue pushes,
syncing data to personal clouds. You
mitigate with least privilege, just-in-time
admin, and micro-training triggered by
risky actions.”

Mason argues that insider risk must
be treated as a multidisciplinary issue.
“IT, HR, and Legal must work together.
Users need phishing-resistant MFA like
FIDO?2, but you also need a culture where
reporting mistakes isn’t punished.”

For Stremlau, the answer lies in binding
user and device trust together. “Misuse
of credentials or unauthorised software
can bypass traditional controls,” he says.
“A TPM securely stores credentials and
platform measurements, ensuring that
only authorised users and trusted devices
can access sensitive information.”

Cataldn Alegre agrees that technology
and culture must evolve in tandem: “users
remain one of the most unpredictable
variables in endpoint security. Training
is crucial, but so are solid access controls
and close collaboration with HR. The key
is balancing monitoring with a culture of
trust and accountability.”
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Seeing everything, trusting
nothing

Visibility and control are the twin
pillars of modern endpoint security.
Without them, prevention, detection, and
compliance all collapse.

“You can’t protect or attest to what you
can’t see,” says Singh. “Handle device
heterogeneity with compliance gates and
quarterly attestations — close gaps fast or
remove access.”

Visibility isn’t just about device
inventory; it’s about understanding
behaviour across every layer
of the endpoint.

“Without insight into firmware,
boot processes, and configurations,
organisations risk  missing critical

compromise indicators,” says Stremlau.
“Root of Trust technologies like TPM

and DICE provide the assurance
antivirus never could.”
Briggs calls endpoint visibility

“mission critical.”

“Without insight into running processes,
network connections, and configuration
drift, you’re blind to how threats spread,”
says Briggs. “The task is to build one
unified view across every device.”

Cataldn Alegre echoes the sentiment,
warning that “an endpoint you don’t know
exists is an unmonitored endpoint — and
a compliance risk.” This visibility also
underpins data protection obligations
under UK GDPR, where enterprises must
prove they can safeguard personal data
across all devices.

Mason frames visibility as both a
security function and a governance
discipline: “you can’t patch, harden, or
investigate without a trustworthy view
of your devices. Visibility enables fast
isolation and accurate scoping for GDPR
or ISO compliance. The challenge is tool
sprawl, shadow endpoints, and legacy
systems — solve that, and you strengthen
everything else.”

Beyond the antivirus

In the modern enterprise, the endpoint
is no longer a single, static device. It’s
a laptop in a café, a phone on a train, a
virtual machine in the cloud — all potential
gateways for attackers and defenders alike.
The experts agree: traditional antivirus is
obsolete as a first line of defence. Instead,
visibility, correlation, and rapid response
have become the watchwords of effective
endpoint security.

As Jack Waters of WatchGuard

@ ® C Register for Networking+ >
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Technologies puts it, “EDR gives security
teams the visibility into every process and
behaviour needed to prevent breaches and
prove compliance.”

In today’s borderless workplace, that
visibility has never been more critical. But
achieving it is no small feat.

“Mixed operating systems, legacy
endpoints, and shadow IT all add to
the complexity,” notes Harman Singh
of Cyphere. “You can’t protect what
you can’t see.”

Harry Mason of Mason Infotech argues
that many breaches still stem from the
basics: “phishing, unpatched software, and
over-privileged users continue to be the
root of most endpoint compromises.” The
key, he says, is correlation — tying together
identity, device, and network telemetry to
spot anomalies early. “A macro spawning
PowerShell to dump tokens might look
normal in isolation, but in EDR telemetry,
it stands out.”

David Cataldn Alegre of Acronis
emphasises the role of continuous
monitoring and  proactive  response.
“Organisations can’t rely on prevention
alone. They need an integrated telemetry
stack — EDR, XDR, SIEM, SOAR — all
working together to detect, respond, and
recover at speed.”

Marc Briggs of SE Labs echoes this

Harry Mason, Mason Infotech
L]
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operational reality: “without insight into
running processes, network connections,

and configuration drift, youre blind
to how threats spread. The task is to
build one unified view across every
device, then enforce policy and response
through that fabric.”

Hardware, too, is entering the spotlight.
Thorsten Stremlau of the Trusted Computing
Group highlights the foundational role of
hardware-based roots of trust: “TPMs and
DICE ensure that devices boot securely and
behave as expected from power-on. You
can’t fake integrity below the operating
system.” By anchoring security in hardware,
enterprises can verify trust at a level beyond
software’s reach.

If the past decade was about detecting
malware, the next will be about proving
trust. The shift from signature-based
antivirus to behavioural and hardware-
based assurance marks a deeper evolution
in enterprise defence, from chasing threats
to verifying every action, device, and
identity in real time.

As threats continue to evolve, UK
enterprises face a clear choice: remain
reactive, or adopt a proactive model rooted
in continuous visibility and verifiable trust.
The future of endpoint security won’t be
won by blocking what’s known, but by
understanding everything that moves. H
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view from the top

s data centres scale to handle Al
A\ivorkloads and ultra-high-density
omputing, cooling systems are being
pushed harder than ever. Cooling alone can eat
up nearly 40% of a facility’s total energy use.

But here’s the thing: the difference between
a project that flies and one that fails isn’t just
the tech. It’s the way we engineer and deliver it.

That's why the future of cooling has to be
engineering-led and collaborative. Not “you
give me money, | give you kit,” but a genuine
ecosystem approach where everyone works
together from the very first conversation.

This means we’re not just building hardware.
We’re designing around real-world challenges.

How do we get the equipment off the lorry
and into the building? Can we pre-commission
in the factory to cut install time? Can we
make assembly so simple you don’t need
an army of specialists on site, or a ‘special
tool’ to put it together?

When you engineer with logistics, installation,
maintenance and lifecycle in mind, you don’t
just save time and money. You avoid the chaos
that’s become rife in our industry.

The industry reality

Let's be honest, the sector is in flux. Al is
rewriting design requirements at a pace that’s
breaking traditional planning cycles. Rack
power density has gone from 10-15kW to
600kW in a decade, and no one knows if we’ll
hit 1,000kW next year or next month.

Add to that a shrinking talent pool (half of data
centre operators are struggling to get top talent
in the door) and an influx of “overnight experts”
that are appearing in every corner of the
internet, and you've got a volatile environment.

This is where engineering-led thinking really
counts. It’s clear that the industry needs to learn
to pivot fast without cutting any corners, and
building flexible, modular frameworks - think
industrial Lego - means we can adapt quickly
without completely starting from scratch.

Big manufacturers often struggle with this
because a small change triggers a mountain of
re-certifications. But parametric systems don’t
just adapt to today’s needs; they cut weeks off
the design cycle because every configuration is
pre-engineered and pre-tested.

Engineering you can count on

You can’t promise your customers that the
whole project will go smoothly - anyone who
does is selling fairy tales. But you can do
everything on your side to guarantee that your
part will be rock solid.

For us, that means always thinking two
steps ahead: spotting problems before they
appear, designing systems that slot seamlessly
into place and making sure every stakeholder
knows exactly what’s happening and when.

That’s the real differentiator. Not the loudest
marketing claim, the glossiest brochure or
‘reinventing the wheel’, but the fact that
when the pressure’s on, your kit performs,
your team delivers and every “what if” has
already been factored in.

| like to say that we’re literally joined at the
hip. And because we work as an ecosystem,
not in silos, we can engineer solutions around
real-world constraints: how the equipment
gets into the building, how quickly it can
be assembled and whether it can be pre-
commissioned in the factory.

By connecting manufacturers, contractors
and operators from the start, every handover is
smoother and surprises on site become virtually
non-existent. This approach reduces installation
time, minimises risk and, most importantly,

takes uncertainty out of the equation.

Tomorrow’s challenges, solved
today

From the noise in the industry around liquid
cooling and sustainability, to the uncertainty in
global supply chains, it’s clear that these are all
symptoms of the same underlying challenge:
the world we are building for today won’t be
the world we operate in tomorrow.

But in this environment, the winners
won't be the ones shouting the loudest
about “innovation” in their announcements

and on their Linkedin profiles. They'll be
the teams that engineer for resilience and
adaptability from day one.

That means cooling systems designed with
parametric flexibility, modular frameworks that
can be reconfigured without re-certification
headaches, and installation plans that anticipate
logistical, operational and maintenance
challenges before the first unit ships.

Does anyone really know what's coming
next? No, of course they don’t. Because here’s
the truth: building for today is already behind
schedule. It’s like designing a car that goes 500
mph, then saying, “Well, nobody’s built tyres

No one can predict the future of data centres —
but you can build for it

Matt Evans, CEO at Lennox Data Centre Solutions

for it yet - but that’s not our problem.” That's
where we are right now.

The only way to future-proof a data centre
is to bake that adaptability into its DNA - from
design to delivery - so that when the industry
shifts again (and trust me, it will), you’re ready
to pivot without missing a beat.

By designing for adaptability from day one,
we give our customers more than hardware;
they gain certainty, efficiency and the freedom
to scale confidently, no matter what the future
holds. That’s engineering-led cooling in action:
solving today’s problems and preparing for
tomorrow’s unknowns. Il
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Designing data centres, the digital
foundations of tomorrow

As digital demand accelerates, the data centre has become the beating heart of the modern
economy. The challenge now is building facilities that are truly prepared for the future...

s digital demand accelerates,
A2h6 UK’s data centre industry is

ntering a defining decade. Artificial
intelligence, high-performance computing,
and edge workloads are rewriting the rules
of infrastructure design. Power density is
rising, sustainability targets are tightening,
and delivery timelines are shrinking — all
while customer expectations climb higher
than ever.

Building a better data centre now means
more than capacity and uptime. It’s about
creating adaptive, efficient, and future-ready
environments that can evolve as quickly as
the technology they support.

Designing for scalability and
longevity

In a landscape where change is the only
constant, scalability sits at the heart of every
modern data centre.

“Future-proofing isn’t about overbuilding
— it’s about planning intelligently,” says
Craig Messer, Managing Director of
VeloxServ. “You need the flexibility to scale
when needed, without wasting resources
in the meantime.”

“One of the UK data centre market’s
biggest challenges now — and for the
foreseeable future — is power; both its
availability and its cost,” notes Colin Dean,
Managing Director UK & Ireland, Socomec
Group. “This means sustainability and
energy efficiency have become the absolute
top priorities when designing data centres
that are fit for the future, and capable
of supporting ever-more intense Al and
machine-learning workloads.”

In the UK, where space is a premium
commodity, adaptability and high-density
capability are essential. Henry E, Service
Manager at Infiniti IT Limited, agrees:
“modular design that supports phased
expansion, resilient power, redundant
cooling, and robust connectivity ensures
scalability from day one. Site selection is
also critical — the right power capacity,
minimal climate risk, and compliance with
sustainability standards set the foundation
for long-term success.”
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But scalability isn’t just an engineering
challenge; it’s a strategic balancing act.
Mike Leaford, Associate Director at Arup,
highlights the growing complexity: “the
rapid rise in compute density — driven
largely by Al — has made long-term
planning more difficult. Future-proofing
requires a balance between anticipating
near-term developments and predicting
medium-term trajectories.”

The result is a design philosophy built on
flexibility without waste: the art of preparing
for tomorrow without overbuilding today.

Sustainability as a strategic
imperative

For years, energy efficiency was the
benchmark of responsible data centre design.
Today, that’s just the starting point.

“Energy efficiency isn’t optional — it’s
central to future viability,” notes Messer.
“Free cooling, renewable energy contracts,
and efficient UPS and cooling systems
all help cut consumption. Real-time PUE
monitoring and heat reuse will make data
centres part of the sustainability solution,
not the problem.”

According to Henry E, sustainability now
touches every aspect of construction and
operation: “Renewable energy, advanced
cooling technologies, and modular systems
all play a part in reducing energy use and
emissions. Intelligent monitoring and heat
recovery go even further.”

Leaford sees the industry maturing
beyond efficiency: “many operators now
procure 100% renewable energy, use
HVO for backup generators, and prioritise
biodiversity. We're seeing clients adopt
timber structural elements and Whole
Life Carbon Assessments. Heat reuse is an
exciting frontier — data centres could soon
help decarbonise nearby communities.”

“There has also been a rise in the
adoption of ‘catcher architecture’. With this
architecture, the load can be transferred from
the normal path to the redundant path (which
‘catches’ it online) without any interruption
or voltage drops, providing the highest level
of resiliency,” adds Dean. “Although the

design requires additional hardware in the
form of static transfer switches (STS), it still
uses approximately 30% less equipment and
42% fewer batteries overall.”

The  shift toward environmental
integration isn’t just ethical; it’s competitive.
Sustainable facilities attract clients, reduce
long-term costs, and strengthen grid and
community relations.

Procurement: quality over
cost

Data centres are built on precision — and
that extends to procurement.

“Most  established operators  have
refined their procurement processes over
many projects,” explains Leaford. “Risk
and quality management rely on having
experienced teams and strong supply chain
partnerships built on trust rather than price.”

Henry E adds that effective procurement
starts early: “Early supplier engagement,
rigorous prequalification, and continuous
quality assurance safeguard reliability and
mitigaterisk throughout the projectlifecycle.”

Messer sums it up simply: “Avoid chasing
the lowest price. Proven reliability and uptime
should carry more weight. Trusted suppliers
with clear service-level commitments deliver
better long-term results — especially when
global supply chains are fragile.”

In a market where every minute of
downtime has measurable cost, procurement
is no longer transactional — it’s strategic.

Collaboration as the
cornerstone

Complex projects demand complex
coordination. In the data centre world,
collaborationisn’tjusthelpful — it’sessential.

“Successful collaboration begins
with clear communication and shared
objectives from the outset,” says Henry
E. “Early alignment between developers,
contractors, and suppliers reduces delays,
rework, and risk.”

Richard Dobbie, Director of Sales
and Marketing at Datalec, agrees: “early
contract awards create clarity and trust. It
ensures design, procurement, and delivery
are all moving in sync, enabling more
sustainable and innovative build strategies
from the start.”

Leaford notes that strong, enduring
partnerships remain the gold standard: “a
single team ethos, where partners support
rather than blame each other, enables faster
decisions. Trust and contingency planning
keep projects moving.”

“Transparency is everything. Joint
governance, real-time progress tracking, and
a problem-solving mindset keep projects on
track,” adds Messer.

In short — collaboration is culture, not
just coordination.
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Navigating the bottlenecks

Even the most advanced data centre

design can’t escape one universal
challenge: planning.
“Lengthy permissions, strict

environmental regulations, and community
concerns are key hurdles,” says Henry
E. “Early consultation, transparency, and
sustainable design help smooth the process.”

points to growing public scrutiny:
“the goal is to make data centres not just
necessary, but welcomed. Co-locating
facilities to provide heat to communities or
training opportunities can turn them into
local assets, not intrusions.”

Messer adds that “grid connections, land
use, and environmental approvals can all
delay projects. Proactive engagement with
councils and communities from the start
accelerates approvals and builds trust.”

In a tightly regulated market, success
depends on turning compliance from a
challenge into a differentiator.

Innovation and acceleration

New technologies and modern construction
methods are redefining how fast, efficient,
and resilient data centres can be delivered.

“Prefabrication and modular construction
are game-changers,” says Messer. “They
cut delivery times while improving
consistency and quality.”

Dobbie expands: “by manufacturing key
components off-site, we reduce on-site build
time and improve quality control. Modular
builds are faster, more adaptable, and easier
to scale as client needs evolve.”

“Prefabricated modules for power
and cooling accelerate deployment, but
bottlenecks often lie in planning and
grid availability. If power isn’t there,
construction timelines are the least of your
worries,” warns Leaford.

Meanwhile, Henry E rounds it out
that “advanced cooling systems, smart
monitoring, and modularisation don’t just
improve speed and cost — they enhance
operational resilience across the data
centre’s life.”

Together, these innovations mark a new
era — one where intelligence, efficiency, and
adaptability converge.

Infrastructure for the
intelligence age

The UK’s next generation of data centres
won’t just store information; they’ll power
innovation. From AI workloads to edge
computing, they form the backbone of the
digital economy.

Building a better data centre means
building one that thinks ahead — modular
yet efficient, sustainable yet scalable, and
designed not just to meet demand, but to
anticipate it. ll
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lasting components of critical energy

infrastructure. They are designed to
collect, store, and transmit usage data for up
to two decades. However, a growing number
of devices are experiencing breakdowns
after just a few years.

In the UK alone, nearly four million smart
meters were identified as underperforming
in 2024. For utilities and manufacturers,
early smart meter failure is a key business
challenge. Failing meters disrupt billing
processes, create compliance issues,
increase environmental footprint, and
result in unexpected operational costs,
such as field engineer callouts and
premature replacements.

What’s often treated as a technical fault
can lead to damaging long-term business
performance, profitability, and even brand
reputation. With energy technology expected
to be smarter, reliable, and ESG compliant,
smart meter longevity is a significant
commercial requirement that needs
to be addressed today.

S mart meters are meant to serve as long-

Premature smart meter failure
hits the bottom line

A smart meter experiencing a technical
fault means the consequences extend
well beyond the cost of the hardware.
Replacing a unit incurs multiple expenses,
including dispatching technical teams
to the field, covering the cost of the new
meter, and potentially facing penalties
if the failure occurs within the warranty
period. Customers may also be affected by
inaccurate billing or service interruptions.
When replacements need to be carried out
across hundreds of thousands of units, the
financial burden can rapidly reach millions.

These failures also negatively affect
utility operations, as accurate meter data
is essential for billing processes, grid
management, and energy initiatives. Meter
breakdowns directly impact customer
service and can damage the utility
company’s reputation by undermining
customer and market trust.

In many regions, smart meter rollouts
are also linked to strict regulatory timelines
and national sustainability targets. Falling
short of service commitments or replacing
meters ahead of schedule may result in

regulatory fines, negative media attention,
and declining ESG performance metrics.

Breaking down the smart meter
longevity problem

Smart meters developed ten years ago were
built for a different era where data reporting
was infrequent and often required manual
meter readings. Today’s energy landscape
has shifted dramatically. Meters must now
continuously gather, store, and transmit
large volumes of data, log events, and
manage firmware updates. These functions
support real-time grid operations, demand-
side management, and actionable insights
for utilities and customers.

This high-frequency data is stored in
internal flash memory like NAND, which is
commonly used in smart meters. However,
NAND flash has a finite number of write/erase
cycles. With every data write, the meter also
creates ‘garbage’, i.e., obsolete or redundant
information that must be removed to clear
space. This garbage collection process
places additional stress on the memory.

When standard file systems that are not
optimised for flash are used, the pressure
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the demands of high-frequency data
capture without degrading prematurely.
As a result, manufacturers can avoid the
need for expensive hardware upgrades or

“Major smart meter manufacturers are embracing more
intelligent system architectures that increase device
longevity without raising production overheads.”

from constant data operations can exceed
what older device designs were built
to handle. Without robust software and
system-level design, meters begin to fail
earlier than intended.

Designing smart meters for real
ROI

Major smart meter manufacturers are
embracing more intelligent  system
architectures that increase device longevity
without raising production overheads.
Manufacturers can significantly extend the
operational life of devices by improving
how meters manage increasing data loads
and embedding resilience into their core
systems. The key lies in smarter flash-
optimised software built to withstand

additional flash memory.

Since smart meters operate on
resource-constrained embedded systems
using compact, low-footprint software
and hardware components, increasing
memory capacity is typically not an option.
Instead, manufacturers can achieve
higher performance and extended lifespan
by improving how existing memory is
utilised. Purpose-built file systems are
designed to protect data integrity, even
in harsh environments such as sudden
power cuts or voltage fluctuations, while
maintaining a low footprint.

When meters last the full 15-20 years
they were designed for, they deliver true
ROI for utilities and help them stay aligned
with national smart energy goals. They also
reduce the need for early replacements,

Smart meter longevity: moving from
failure to ROI

Umair Ejaz, Senior Product Marketing Manager, Tuxera

cutting carbon impact and supporting
the ESG goals of both manufacturers
and utility providers.

Longevity as the currency in the
smart energy era

Extending smart meter lifespans is a critical
driver of business value. For smart meter
manufacturers, the cost of adding resilient
software in the meters during the design
phase is much lower than replacing them in
the field. On the other hand, utility companies
benefit by avoiding early replacements and
reducing customer service issues, while also
strengthening their regulatory compliance
and ESG credentials.

From a reputational standpoint, longer-
lasting devices help vendors differentiate
in a crowded and competitive market. As
utility companies become more focused
on reliability, sustainability, and operational
excellence, the ability to guarantee
long-term  performance  becomes a
critical procurement factor.

Smart meter manufacturers that prioritise
longevity and take action by improving
how their devices handle and store data
will be well-positioned to build trust, win
contracts, and become leaders in a fast-
evolving energy landscape. B
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Gloucestershire County Gouncil’s
journey to in-house ICT excellence

Gloucestershire ~ County  Council

(GCC) embarked on a transformative
journey to reclaim control over its ICT
services after three decades of outsourced
support. Recognising the need to
modernise and strengthen their digital
infrastructure, GCC aimed to insource
its technology support, enhancing service
quality and operational agility. To navigate
this complex transition, they partnered
with EIS, formerly known as Cantium
Business  Solutions, leveraging their
extensive expertise in public sector ICT.

Following the COVID-19 pandemic,

A collaborative approach to
digital transformation
GCC’s geographical footprint covers

over 1,000 square miles, including the
Cotswolds, Forest of Dean, and Severn

Valley, serving approximately one
million citizens.
The council’s vision centred on

delivering impactful digital transformation
to improve services for staff, partners, and
residents. Recognising the importance of
partnership, EIS collaborated closely with
GCC’s leadership to develop a tailored
strategy that addressed both immediate
needs and future ambitions.

Through a proactive partnership, EIS
focused on optimising server, data centre,
network, database, and security operations.
The joint effort incorporated best practices
from ITIL frameworks, emphasising
change management, incident resolution,
and problem prevention to continuously
elevate service quality.

Together, GCC and EIS outlined
clear objectives for the partnership.
These included supporting daily ICT
operations and reducing high-priority
issues, enhancing security defenses
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against emerging threats, and providing
out-of-hours support  for  critical
applications affecting social care and
other vital services. Key projects aimed
at network upgrades and infrastructure
modernisation formed the backbone of
their transformation roadmap, alongside
efforts to document and develop GCC’s
long-term technical strategy.

The goal was ambitious: to enable
GCC to take full ownership of its ICT
infrastructure support, transitioning away
from a 30-year outsourcing model.

Tailored solutions for
sustainable change

EIS proposed a comprehensive managed
service contract, complemented by
project and architecture services. This
approach involved deploying dedicated
staff within GCC to assist during the
transition, working on service design, and
recruiting key personnel for the council’s
internal ICT team.

Major transformation initiatives
included migrating GCC’s LiquidLogic
social care system to a SaaS platform,
upgrading their SAN environment to
eliminate single points of failure, and
supporting the migration of their on-

premises Exchange environment to
Microsoft 365. Additionally, in-flight
projects left unfinished by previous

providers, such as the network upgrade and
Windows 10 remediation, were taken over
and completed under EIS’s guidance.
Security ~ improvements  were a
cornerstone of the partnership. EIS
recommended and implemented Microsoft
Defender across end-user devices,
enabling robust malware protection and
patch reporting. They deployed Tenable
Vulnerability Management and integrated

it with GCC’s ServiceNow ITSM platform,
allowing real-time vulnerability tracking
and faster response times.

Further, EIS helped establish a Security
Information and Event Management
(SIEM) system, providing GCC with
advanced threat detection capabilities.
Patching processes were overhauled,
reducing server patching time from over
three weeks to just five days, and end-
user device patching was cut from seven
days to one—a critical improvement
that supported GCC’s renewal of Public
Services Network (PSN) accreditation for
two consecutive years.

Achieving cost savings and
operational efficiency

The partnership yielded significant
cost efficiencies. By consolidating and
decommissioning redundant servers, GCC
reduced hardware footprint and operational
costs, including rack space and electricity.
Following UKCloud’s insolvency in 2022,
EIS swiftly decommissioned a UKCloud-
based domain controller, saving GCC over
£40,000 in licensing and service fees.

Beyond technical improvements, EIS
invested in GCC’s internal teams through
onsite training, process reviews, and
support for their ServiceNow platform.
Collaborative efforts included regular
meetings to refine device build processes
and supporting the council’s service desk to
resolve tickets efficiently. These initiatives
fostered internal skill development and
operational resilience.

EIS played a pivotal role in shaping
GCC’s long-term ICT strategy. They
conducted comprehensive audits of
legacy systems, identified risks, and
developed remediation plans aligned with
the council’s objectives. The strategic
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roadmap outlined migration paths to cloud
solutions, hardware decommissioning, and
infrastructure modernisation, positioning
GCC for future growth and agility.

A successful transition and
bright future

The project culminated in GCC regaining
control of their ICT services ahead of
schedule, with ongoing support from
EIS to ensure smooth operations and
future readiness.

“The transition of bringing outsourced
ICT Support Services back in-house after 30
years of outsourcing has been much easier
with the support provided by Cantium.
Their partnership approach was key to the
success of the project, and their seamless
collaboration with our in-house teams has
seen very positive feedback,” says Sherrill
Holder, Assistant Director of Digital and
ICT, Gloucestershire County Council.
“Regaining control of more ICT support
services has helped to improve customer
service. By working collaboratively
together to share knowledge, upskill
internal teams, stabilise the infrastructure
whilst making improvements, GCC, with
three years of support from Cantium are
now able to bring the remaining services
back in house as planned.”

Throughout the partnership, GCC has
achieved measurable improvements in
infrastructure stability, security posture,
and operational efficiency. While financial
savings continue to materialise, the true
value lies in the council’s newfound
independence and confidence in managing
their digital future. As GCC moves forward
with their in-house ICT capabilities, EIS
remains committed to supporting their
ongoing journey toward digital excellence
and resilient public service delivery. B
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London Borough of Harrow’s path to
maximise Microsoft 365 ES capabilities

vibrant local authority in Greater

London, manages a workforce of
approximately 2,500 employees serving
over 250,000 residents and countless local
businesses.

As a pioneer in digital transformation,
Harrow leverages Microsoft Azure and
Office 365 to facilitate flexible working
models and seamless information sharing
with key stakeholders, including the police.
However,amidrising cyber threats targeting
local councils, the borough recognised the
need to deepen its security defenses.

To this end, they invested in a
Microsoft 365 ES5 license, aiming to
implement advanced security features
that would safeguard their people,
data, and operations from increasingly
sophisticated cyber-attacks.

The London Borough of Harrow, a

Elevating security without
compromising agility

The primary goal was to unlock the full
potential of the ES5 license’s extensive

security suite — covering identity,
endpoint, and cloud access protection —
to create a cohesive, streamlined security
posture. By doing so, Harrow aimed to
retire redundant point solutions, reduce
cybersecurity costs, and empower
their security teams to respond
swiftly to threats.

However, with these advanced features
came increased complexity; the IT teams
needed expert guidance to configure and
tailor the tools to meet the borough’s
specific organisational needs.

“Reducing our risk exposure and
protecting the data shared with us by
partners is critical. Moving to a Microsoft
ES license is a foundational step in our
wider zero-trust journey and our ‘defense
in depth’ approach to counter threats like
phishing, ransomware, and trojans,” says
Ben Goward, the borough’s IT Director.

Harrow turned to ISN to facilitate a
successful deployment of the ES security
suite. The initial phase involved a series of
discovery workshops designed to assess
current processes, evaluate existing
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security capabilities, and identify gaps.
This comprehensive audit ensured that
the deployment would avoid duplication,
align with the borough’s security
objectives, and prepare the environment
for a phased implementation.

ISN’s approach included developing a
detailed roadmap, focusing on enhancing
cloud security protocols through Azure
Active Identity and Privileged Identity
Management. They also prepared the
borough for zero-touch provisioning
— supporting Bring Your Own Device
(BYOD) policies and multi-vendor
device management — while simplifying
security monitoring. An essential part of
this process was ensuring the IT teams
understood how to leverage Microsoft’s
‘single pane of glass’ management
platform for centralised visibility and
threat response.

“ISN worked closely with our internal
teams, providing unbiased advice and
insights that helped us prepare our
environment and define key business
requirements. Their structured approach
gave us confidence to move forward in an
informed way,” adds Goward.

Implementing with

precision
ISN’s experts guided Harrow through
a phased deployment of the security
tools, meticulously configuring each
component in line with zero trust
principles. Special attention was paid
to maintaining end-user accessibility,
ensuring that security enhancements did
not disrupt daily operations or hinder
collaboration with external partners.
Beyond deployment, ISN focused on
knowledge transfer. Their consultants
worked closely with Harrow’s IT
staff to develop in-house expertise in
managing Azure Identity protections,
Microsoft Defender for Identity, and
Cloud App Security. They trained teams
on monitoring access to sensitive data,
enforcing multi-factor and conditional
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access policies, and
emerging threats.

“This transfer of knowledge was vital
for enabling us to sustain and evolve
our security posture independently,”
said Goward. “It ensures our teams are
equipped to reduce risks, secure sensitive
information, and meet compliance
requirements over time.”

responding to

Delivering Tangible
Benefits

Following the completion of Phase 1,
Harrow has begun realising significant
benefits. Notably, the borough has retired
a legacy security monitoring product
costing £40,000 annually, replacing it
with integrated, cost-effective solutions
within the ES suite. The deployment
of active identity and privileged access

tools now allows wusers to invoke
just-in-time  privileges, significantly
boosting data  protection  without

sacrificing productivity.

“ISN has been a trusted partner, helping
us accelerate our zero trust journey and
providing pragmatic deployment insights
tailored to our unique operational
context. Their support has enabled us
to identify cost-saving opportunities
while strengthening our cybersecurity
defenses,” comments Goward.

Harrow’s successful deployment of
Microsoft 365 ES5’s security capabilities
marks a pivotal step in their broader
digital resilience strategy. The borough
now benefits from an integrated security
approach that enhances their ability to
detect, prevent, and respond to cyber
threats, all while maintaining a flexible,
user-friendly working environment.

“With ISN’s expertise, we’ve built a
robust security foundation that aligns
with our digital ambitions. Their support
has been instrumental in helping us
realise the full potential of our ES license,
ensuring we’re better protected and
more agile in facing future challenges,”
concludes Goward. l
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Paul Holden,

anufacturing has embarked on a
Mrapid journey into a digital future.

As intelligence erupts throughout
factories and their supply chains, data — and
the insight gained from it — is revolutionising
how businesses source, create, and distribute
their products. The arrival of smart factories
and tightly integrated supply chains presents
manufacturers with great opportunities, yet
it also throws up challenges that need to be
embraced and overcome.

I's an exciting time. Industry 4.0
promises businesses greater insight
and control over production, thanks to
an explosion in data points that allows
everything from transparent monitoring of
supplies and components, through to cars
that take part in their own assembly. Linking
it all is artificial intelligence, with factory
control systems able to leverage data for
unprecedented oversight.

Al-driven features such as predictive
maintenance and automated quality control
reduce costs, allow lean operation, and help
businesses manage and optimise production.
By modelling changes — or entire new
factories — through digital twins, firms can
now assess the performance of production
lines and facilities before committing
investment to them, ensuring better returns
and greater business continuity.

Manufacturers can’t afford to ignore this
brave new world, and indeed few are. A 2023
survey by the Manufacturing Leadership
Council found that 96% of companies
already planned to invest more in Al by 2030.
According to Rockwell’s State of Smart
Manufacturing 2025 report, 56% of leading
firms are piloting smart manufacturing, 20%
are already using it at scale, and a further
20% are planning to invest.

Communications breakdown:
the floor-to-office gap

Yet for all the promise of automation
and tighter integration, manufacturing is
still a major employer, and it still relies
on the skills, intuition and expertise of
the workforce. Where this workforce
remains split between the office and the
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factory floor, communications gaps can
develop, and the best-designed systems
can come under stress.

This floor/office divide is an age-old
challenge for manufacturers, presenting
problems well before the arrival of integrated
supply chains and shop floor automation.
Where workers aren’t looped into office
decisions, news arrives on the grapevine
and can quickly ferment into a problem. At
the same time, managers who act without
insight and buy-in from the factory floor risk
fundamental missteps, and add fuel to a
divided culture that erodes everything from
productivity to safety.

Ironically, = modern  communication
systems can actually make things worse.
Where floor workers depend on hard
phone systems for most of their working
day, they’re separated from their Teams-
using colleagues up in the office. Chatter
from the factory floor doesn’t easily
percolate upwards outside of meetings,
meaning that ideas get lost, and essential
feedback can be delayed.

It's a two-way problem. Office workers
comfortable brainstorming and seeking
input via productivity suites, who keep in
touch via smart phones and laptops, may
not realise they’re excluding colleagues
with little opportunity to stay in the loop.
Directions, decisions and policies shared in
the cloud can fail to land on the floor, creating
management and leadership vacuums.

Without a centralised, platform-agnostic
comms suite, manufacturers have long-
risked entrenching their silos, and excluding
the most qualified participants from
discussions. In the age of smart factories,
they now risk missing out on the full benefits
of huge investments in automation, with the
risk that analysis and insight is blocked by
internal barriers and isolated workforces.

Unify and conquer!

But if modern comms systems can be part
of the problem, they’re also essential to a
solution that unblocks communication and
enables the workforce to plug into and
leverage the full benefits of automation.

NETWORKING+

Unified communications as a service
(UCaas$) tightly integrates comms solutions
into a single, cloud-based delivery model,
allowing closer, seamless management
and communication throughout the
organisation — and beyond, into suppliers,
purchasers and distributors.

For manufacturers, having a UCaaS
platform addresses many of the issues
perpetuating the floor/office gap. For
example, some UCaasS providers offer hybrid
unified communications (UC) solutions
linking platforms like Cisco Webex hard
phones with Microsoft Teams - ideal
for removing comms barriers within a
manufacturing business. With systems
unified and presented within an integrated
solution, workers from across the factory
can communicate without barriers, leading
to the freer exchange of vital information,
and the sharing of valuable ideas and insight.

Unblocked, free communication is
particularly important in this age of
dynamism and growing automation.

When factories are enhanced, smart, and
increasingly integrated with upstream and
downstream supply chains, workers need
easy input into the process, and easy access
to results and insight. For example, linking
managers and specialists into Al-powered
predictive resource or maintenance alerts
allows them oversight of the predictions and
recommendations generated by the factory
itself. Not only can they supervise and act on
decisions, but they can also provide positive
and negative feedback, helping further

y The floor-to-office gap: how do manufacturers
" link their teams in an age of Al integration?

improve the Al and increase the business’
return on its investment.

Al-driven systems can apply rules, and
add adaptive intelligence to the routing of
information. An integrated comms system
makes it easier to connect computers to
people, creating the right pathways to
automatically channel data and insights
through the business.

Integrated, automated, but
controlled and optimised by a
team

Data, automation and Al-driven insight will
become ever more crucial to manufacturers
seeking competitive advantage in an
accelerating race. Yet paradoxically, in
this environment the human factor grows
in importance. As physical supply chains,
factories and their products become more
capable of participating in the manufacturing
process, human insight and intuition become
increasingly focused and critical.

UCaaS platforms are key to lowering
communication barriers within the business,
and supporting the easy and timely
exchange of information. In turn, that’s a
fundamental prerequisite of coordinated
and informed decision-making. Unified
comms help provide the platform for tighter
integration between teams as manufacturing
businesses embrace automation and Al.
As such, they’re a strategic imperative for
manufacturers looking for a competitive
edge in this rapidly changing sector. l
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when upgrading or expanding an IT
network. Yet the right Power Distribution
Unit (PDU) can make a big difference to
reliability, visibility, energy efficiency and
overall cost control across server rooms,
network closets and hybrid infrastructures.

Power distribution is often overlooked

1. Match the PDU to your environment: Start
with the basics: understand your network’s
total power draw and outlet types. A PDU
designed for continuous full-load operation and
higher ambient temperatures will provide more
headroom for future hardware.

2. Prioritise flexibility and scalability:
Choose PDUs with configurable outlet types,
flexible mounting options, and hot-swappable
controllers. A build-to-order design is an
excellent choice, allowing you to customise
protection types (breakers, surge protection),
outlet layout, cable length, and power entry
position, whether feeds come from above
or below, ensuring the unit fits your rack
and power topology while easily adapting to
changing requirements.

3. Choose PDUs with accurate, fast metering:
Granular metering at the input, branch and outlet
level, ideally refreshed every second, helps IT
teams tfrack consumption, detect anomalies

and optimise energy use. This visibility is
increasingly important for compliance with
new European Energy Efficiency Directive (EED)
reporting requirements.

4. Don’t overlook retrofit options: You do not
always need to replace existing PDUs to meet
new energy-monitoring standards. Inline Meters
can be installed between the power feed and
your current PDU, effectively upgrading it to a
smart, metered solution.

5. Check integration, connectivity and
management options: Your PDU should work
seamlessly with existing monitoring tools or
building-management  systems.  Standard
protocols such as SNMP, Modbus/TCP and
REST API ensure interoperability and simplify
future integration. Also consider how efficiently
PDUs can be networked together. Some next-
generation models allow you to link dozens - or
even up to a hundred — PDUs under a single
IP address. If your facility uses a DCIM or BMS
platform, verify that the PDU supports standard
MIBs, REST endpoints or MQTT protocols.

6. Assess software and licensing costs: The
PDU is only one part of the total solution: you
will also need software to monitor and manage
energy data. These tools can add significant
costs over time, especially when licence fees

are tied to the number of connected PDUs or
data points. Compare carefully. Some vendors
charge ongoing fees, while others include
comprehensive energy-management software
at no extra cost. Understanding the long-term
software model from the outset can prevent
unpleasant surprises later.

7. Evaluate reliability and serviceability:
Avoid unnecessary downtime. PDUs with hot-
swappable communication modules, bi-stable
relays and intelligent switching delay simplify
maintenance and ensure continuous operation,
even during upgrades. Consistent firmware
updates and accessible service channels also
help to keep your power infrastructure reliable
over its full lifecycle. For large-scale installations,
look for PDUs that support centralised
configuration and firmware management.
Features such as batch configuration, remote
firmware updates and configuration backup/
restore greatly reduce setup time and improve
network-wide consistency.

8. Factor in sustainability and delivery
times: Sustainability now matters in every
IT procurement decision. Locally built PDUs,
recyclable materials and short delivery
cycles help reduce environmental impact
and project risk, particularly when supply
chains are under pressure.

Maximise uptime & efficiency with the perfect PDU

Dami Munter, Marketing Manager, Schleifenbauer Products B.V.

9. Consider total cost of ownership: Cheaper
PDUs can become expensive if they lack
measurement accuracy, flexibility or upgrade
options. Look at long-term value, not just
purchase price, including efficiency gains,
reliability and lifespan.

10. Consider security, environmental insight
and long-term support: A modern PDU is
a connected device, so cybersecurity and
operational visibility are essential. Choose
PDUs that use encrypted communication,
secure web interfaces (HTTPS) and role-based
access control to protect your network from
unauthorised access. For audit and compliance
readiness, opt for PDUs that maintain event
logs, alarm histories and encrypted data export
options. These features simplify ISO 27001 and
EED documentation and ensure full traceability
of power and environmental data. If possible,
integrate power and environmental monitoring
by connecting sensors for temperature,
humidity or door status.

Final thoughts

For modern enterprises, the PDU is more than
a power strip. It is a key enabler of uptime,
visibility, sustainability and cost efficiency in

every connected environment, from server

racks to edge infrastructure. |
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I Raritan’s PX4 is the next-generation
intelligent rack PDU, with incredibly
accurate outlet-level port monitoring,
port switching to remotely control power

cycle outlets on/off and monitor the power :
: architecture allows for front-only access,

usage of each device.

The PX4 also supports a wide range of
daisy chainable environmental monitoring
sensors — Raritan’s SmartSensors. It can
come with HDOT - high-density outlets
to maximise the number of ports in a
slim Horizontal or Vertical PDU when
there is no space to spare. Or if you
prefer flexibility, the Raritan CX ports
allow you to use a C20 or Cl4 device
interchangeably. In addition to this the
PX4 features ‘Ram Lock’ Locking outlets

- preventing accidental disconnection. i
The PX4 delivers industry-leading +0.5%
metering accuracy, and events alerts to
spot faults before they escalate.

simplifying installation,
operation, and maintenance
i — ideal for seamless

: features a
i transformer and an integrated
i comprehensive

i system, providing
i insights
¢ and performance.

i the 50-300 kVA models step

i (PDU10V32)
i power distribution unit
! reliable power management in industrial
i and data centre environments.

: standards,
i performance and durability. Its 19-inch
i rackmount
i seamless integration into standard server
i racks, supporting organised and safe power
: management. The 32AMP Commando
{ plug
i suitable

i 1 ABB’s TruFit Power Distribution Unit
i (PDU) is a premier solution engineered

for the UL market, with power capacities
ranging from 50-800 kVA.
Its innovative compartmentalised

integration into white space
environments. The PDU
high-efficiency

monitoring
real-time
into system health

Designed for flexibility,
down 480V input to 208/120V

and are typically deployed in

i traditional enterprise data centres.
The 400-800 kVA units convert 480V

to either 415/240V or 208/120V, suitable

: for colocation facilities. Models above

850 kVA step down to 415/240V and are :
primarily used in hyperscale data centres.
All configurations can be equipped :
breakers i
tailored

with  sub-feed distribution

or 42-pole panelboards for
power distribution.

Key  features

ABB’s robust

ensuring  reliable

health monitoring
that combines

that enhances
The
DOE 2016-compliant
transformers optimise load
balancing and maximise
utilisation, supporting sustainability and
predictive maintenance. For additional
details, contact ABB’s technical
support or sales team.

I The Allrack 10 Way UK Vertical PDU
is a 19-inch rackmount
designed for

It features ten UK 13A power sockets,

i providing ample capacity for connecting
. i servers,

networking equipment, and
other critical devices within a rack setup.
The PDU includes a 2-meter extension

i lead fitted with a 32AMP Commando
i plug, enabling flexible and secure power

connections to main power sources. Its
vertical mounting design makes it ideal for

i floor-standing cabinets, optimising space

and ensuring efficient power distribution.
Constructed to  meet industrial
this PDU offers robust
for

compatibility allows

ensures
for

high-current  capacity,
demanding applications

requiring substantial power. With its :
straightforward design and reliable build §
quality, the Allrack 10 Way UK Vertical :
PDU is an excellent choice for maintaining :
continuous, stable power in professional :
environments. Backed by availability and i
customer support, it provides a dependable
solution for powering multiple devices :
i users to manage power distribution and
i receive real-time status updates from a
! distance, enhancing operational efficiency
i and uptime. The included I-year Secure
i Network Management Card subscription

efficiently within floor-standing cabinets.
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include i
SACE
Tmax XT circuit breakers :
fault
interruption, a centralised :

system |
metering :
and thermal data, and a'
compartmentalised ~ design i
safety by :
reducing arc flash exposure.
energy-efficient,

I The APC Rack PDU 9000 Switched
(APDU9953) is a zero-U, high-capacity
power distribution unit designed for
optimal space utilisation and advanced
network management.

Supporting amaximum current of 32A at
230V, it is ideal for demanding data centre
and network applications. The unit features
21 IEC C13 outlets and 3 IEC C19 outlets,
offering extensive connectivity options
for servers, networking equipment, and

other critical devices. Its zero-U mounting
design allows it to be installed directly in
racks without occupying valuable space,
facilitating efficient cable management
and maximising rack real estate.
Equipped with remote monitoring and
control capabilities, the PDU enables

iensures secure, flexible access to
i management features.
i Environmentally conscious, this

¢ product boasts a lifecycle carbon footprint
iof 2,909 kg CO2e and is packaged in
i recycled cardboard, emphasising energy
i efficiency and sustainability. Built for
i durability and ease of integration, the
E APC APDU9953 is an excellent choice
i for managing power in space-constrained,

high-demand environments while
i supporting sustainable practices.
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Q&A =

Which law would you most like
to change?

Entry/Exit laws (Visa restrictions). | love
traveling and experiencing new countries
and cultures, and | would appreciate

an easier experience when it comes to
traveling and being able to go anywhere
without having to plan a visa beforehand.

Who was your hero when you
were growing up?

Growing up, Arnold Schwarzenegger
fascinated me. The idea of someone
outworking everyone else and dominating
every field he entered, starting with
bodybuilding, then movies, business, and
finally politics, was extremely motivational.
It showed me that you don’t necessarily
have to stay in one career or follow just
one path. The notion that hard work and
determination are the secrets to success,
no matter the field, was very enlightening
to me. | admired his resilience and his
ability to reinvent himself at every stage.
That mindset taught me to never stop
learning and to embrace reinvention as a
lifelong process.

What was your big career
break?

| had a very successful career in services
and was fortunate to work in some of

the best organisations in the tech space.
However, | consider my current role with
SUSE to be my most cherished. Not only
was | given the opportunity to lead all
lines of business, but also to establish

and grow our brand across three different
and diverse sub-regions: Central Eastern
Europe, the Middle East & North Africa,
and sub-Saharan Africa. It has been both

a professional and personal journey of
growth. Working with multicultural teams,
adapting to different market dynamics, and
driving impact at scale has shaped me into
a more empathetic and versatile leader.

The Rolling Stones or the
Beatles?

The Beatles, their timeless creativity,
evolution, and ability to redefine music
across generations are unmatched.

What did you want to be when
you were growing up?

| always struggled with pinpointing exactly
what | wanted to be, and to this day, |
cannot claim that | know precisely what |
want from my future. However, one thing
that was always a constant for me was
that | always wanted to be able to make

a difference and have an impact. I've
come to realise that what matters most
isn’t the title or the industry, it’s whether
what you’re doing leaves something better
behind. That belief continues to guide me
every day.

What would you do with £1
million?

If I simply won it, | would probably give it
away to charity, as | much prefer money
that is earned. When you work hard for
something, it has a completely different
taste. However, if earned, | would probably
invest it in three or four Egyptian SMEs,
something | have been doing for the past
decade as a passion. It involves being part
of something small and seeing it grow and
add value to people’s lives, and it is part
of my giving back to my home country.

| also believe in the long-term massive
potential of the Egyptian economy and the

NETWORKING+

power of entrepreneurship to transform
communities.

If you could dine with any
famous person, past or present,
who would you choose?

| think dining with Steve Jobs would

be at the top of my list. Being able to
have a conversation with such a prolific
figure would have been an experience

of a lifetime. His perspective on design,
innovation, and simplicity fascinates me,
he had an almost spiritual approach to
technology. Id love to understand how he

Please meet...

Ismail Ibrahim, General Manager, CEMEA at SUSE

connected intuition with business and how
he balanced creativity with commercial
success.

What's the best piece of advice
you've been given?

In my very first job while still a university
student, my manager and mentor at the
time shared a quote with me that | have
lived by my entire career: “Today | will do
what others won’t so tomorrow | can do
what others can’t.” It’s a powerful reminder
that short-term sacrifices create long-
term freedom. It has carried me through

countless challenges and moments of doubt.

What's the greatest technological
advancement in your lifetime?

Definitely the internet and smartphones, but
it also feels like we are about to experience
another massive shift and advancement
with artificial intelligence (Al).

The way that it’s reshaping productivity,
creativity, and even human connection
is something | find both exciting and
humbling. We’re living through a new
technological renaissance, and I'm
excited to see where it all goes. H
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